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Introduction

Project Area

The mobile device market has grown exponentially since the late 2000s. It has
revolutionized the digital world allowing people to access any information they require at the
touch of a button, alongside revolutionising the world of communication. However, the
exponential market explosion and modern-day reliance on mobile platforms has allowed
threat actors to maliciously target the market. Especially on platforms like Android, known
for its open-source nature. This has led to massive growth on mobile malware development.

I will be focusing on malware that targets android mobile devices, the aim of the
project is in considering modern day mobile devices, their uses and what different malware
does to target those features and its users. This project will contribute to the evolving field of
cybersecurity by completing analysis on malware using static and dynamic methods of
investigation. I will also discuss mitigation methods for user protection, what exists and what
could be developed in future. For example, using machine learning and Al to analyse for
example like creating a machine learning model to identify and classify malware much faster
and more accurately than traditional methods ",

The specific problem to be investigated is investigating and analysing the specifics of
android based malware, due to its open-sourced nature allowing more specialised attacks and
finding ways that the malware attacks devices most commonly, allowing us to find more
sophisticated methods of stopping these attacks from being possible and patching them. An
obvious example of this is users lack of security awareness.

Objectives and aims of this project are investigating malware and identifying attack
vectors most commonly exploited by malware. This knowledge will be used to propose better
defence and security methods for those exploited vectors.

e Specific: Analyse different types of mobile malware, focusing on their behaviour and the
methods used to gain access and control to mobile devices.
Measurable: Investigate multiple malware families and identify their behaviours.
Achievable: Use android emulators to have a safe secured environment to then use
malware analysis tools using both static and dynamic methods of investigation.

e Relevant: Address the growing requirements for better malware security on android
devices due to it being the largest market share OS for mobile.

e Time-bound: Complete the analysis and reporting within the constraints of my
submission time, including periodic reviews by my supervisor.

This project is worth creating due to the growing market of android mobile devices
that are big targets by threat actors, yet there are less tools and methodologies than the
significant number of threats and mobile devices face.

To make sure this project is a success, | will need to have detailed analysis of the
multiple malware families I will be conducting research on, ensuring that I use real-world
scenarios and applicable methods in my research and applied investigation.

Literature Review

The rapid growth in the mobile market has led to a major increase in mobile based
malware, designed to exploit and/or steal data from its victims. The fight between defensive
security and offensive malware designed by threat actors is an ongoing back and forth fight
constantly demanding new methods of detection and prevention.




Malware is becoming increasingly sophisticated making use of more complex evasion
methods to avoid detection like obfuscation and polymorphic behaviour to keep the malware
constantly changing to avoid traditional detection means.'” Threat actors are also becoming
more thoughtful about their attacks, now targeting devices for banking information and
access to banking apps in the recent mainstream. Ransomware becoming a major player in
the malware market with large organizations being targeted by hacking groups, encrypting
company data for a large ransom. The average ransom payment in 2020 was around 310k
USD. Up 171% from the previous year, it has become the main avenue for Threat Actors."!

The ever-changing malware landscape requires constant vigilance for new malware
variants that target people and systems in different ways. New methods constantly need to be
evaluated and implemented to slow down the evolution of malware. More advanced malware
methods like ransomware are constantly changing their attack vectors and infection methods
so new research and tools constantly have to created and developed to find more efficient
ways of protecting users.*’Making use of machine learning as a new tool to find more
automated ways that can prevent and identify malware faster than humans is something that
is new to the cyber security bubble but could prove extremely useful in time if enough
research is done into finding the most efficient and cost effective methods.'¥)

The justification for this project lies in the need for more research into different
malware families and what we can do better to prevent them from doing an increasing
amount of damage. Identifying trends in malware to better prepare for an increase in specific
methods of attack. Also evaluating different tools to see how they compare against different
types of malwares, allowing us to further understand how we should make use of different
methods and tools to find the best way to investigate malware types.”! Bridging the research
gap to allow other researchers more information and how different malware types are
interacted by different tools and how they can affect user systems.

Project Design

I will be using emulators / virtual machines for this project to allow me to complete
this project with less risk to my personal network and machine. I will also airgap my machine
to make sure there is no risk to my network. Using emulators like QEMU or Genymotion are
both open source and designed with malware analysis in mind. I will likely use these or
something to a similar affect.

For my project, I will be conducting different types of analysis to allow me to make
clearer and proven effective methods of analysis against mobile malware types. I will conduct
static analysis to examine the structure of the malware, so I can disassemble the code and
analyse it without requiring execution. One program I will use for this is IDA, a disassembler
and debugger that I can use to find the code structure. I could also use Ghidra for this.
Androguard will also be used to disassemble and extract any and all API calls for
investigation. I could also use MobSF, which provides a web interface to allow me to analyse
that way, it is also capable of generating reports, which I may find useful in the future for
comparisons.

I will also conduct Dynamic analysis of the malware to find any malicious activities
the malware may try to conduct that would not be identified using static methods. Using a
tool like Cuckoo for sandboxing, allowing me to run the malware in an isolated environment
safely allowing me to analyse the malware. Using tools like Frida to analyse running apps
and processes, to identify more dynamic features of malware.

I can also use cloud-based analysis methods like using Virus Total (VT) to gain a
quick overview from other antivirus engines to see how they classify each piece of malware.
This can allow me to cross-compare based on my own findings.




moe N wm ow oW e a

I will conduct analysis of the data I compile from my research, I will be compiling
feature extraction, so I can evaluate their similarities to other malware and helping me to
classity the malware. Where necessary [ will collect qualitative data that I can then use to
analyse trends and potential counter measures to what I find. I can then compile this data into
the relevant formats (graphs etc.) Doing error analysis will be a must, as I can find errors that
the tools have made or myself, and explain ways of avoiding these errors and learning from
them in the future, making sure that other people do not make these same mistakes.

I will also complete behaviour analysis using tools like androidprocmon, an open-
source fork of process monitor that will allow me to complete monitoring on an android
device. I possibly could also make use of Wireshark, a powerful packet sniffing tool that will
allow me to see in detail what the malware is trying to do.

Resources / Planning

I will deliver at the end of this project a report that details all of my considerations
and implementations of malware analysis. It will include actual personal generated results,
my findings, any metrics, contributions and limitations. I will include visualisations of my
findings and behavioural reports from my analysis.
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I will require a malware database which I can use for analysis, using publicly
available datasets from multiple sources.
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